Mason Rivera

IT EHR Systems & Cybersecurity Administrator | Incident Response - Intune - Entra ID - SaaS EHR
Coal Valley, IL 61240 | +1 (309) 721-0029 | Mason.riveral@gmail.com | linkedin.com/in/mason-rivera

PROFESSIONAL SUMMARY

IT EHR Systems & Cybersecurity Administrator at a community mental health organization, with a strong focus on enterprise incident response,
Microsoft security operations, and secure endpoint management. Leads investigations from detection through recovery, coordinates
cross-functional Incident Response Team (IRT) activity, and administers SaaS EHR platforms including the V.E.R.A. migration. CompTIA
Network+, CompTIA Security+, and Blue Team Level 1 certified.

EXPERIENCE

IT EHR Systems & Cybersecurity Administrator
Vera French Community Mental Health Center | Davenport, IA | January 2024 — Present

* Lead enterprise cybersecurity incident investigations from detection through recovery, including phishing, account compromise, endpoint
compromise, insider threat, and data exposure events.
« Coordinate cross-functional Incident Response Team activities with Compliance, Legal, Privacy, Operations, Human Resources, and executive
leadership; provide technical recommendations and status updates.
« Conduct digital forensic evidence collection, chain-of-custody management, root cause analysis, and incident documentation for audit and
compliance.
« Co-author and maintain the IT Incident Response Plan; develop playbooks, severity classifications, escalation procedures, and security runbooks.
« Design and facilitate organization-wide cybersecurity tabletop exercises (ransomware, phishing, insider threat, data loss) and lead post-incident
reviews with corrective actions.
» Administer Microsoft Defender (EDR), Microsoft 365 security controls, MFA, Conditional Access, and endpoint detection and response technologies.
» Administer and modernize Windows, mobile, and Apple endpoints with Microsoft Intune, Entra ID, Apple Business Manager, and federated
authentication; lead Windows Hello for Business rollouts.
» Administer SaaS EHR platforms and partnered end-to-end on migration from on-premises NextGen EHR to SaaS (PCE Technologies) and go-live of
the customized V.E.R.A. system.
» Perform Active Directory security assessments covering identity, delegation, privileged access, and configuration risk.

Data Support Specialist

Vera French Community Mental Health Center | Davenport, IA | January 2021 — December 2023
« Delivered on-site and remote help desk support for 240 users across Microsoft 365, Active Directory, and endpoints.
* Owned patch management with cloud automation; ran daily backups and weekly cold-backup rotation (Veeam).
* Troubleshot LAN, VPN, firewall, and switch issues; supported disaster recovery and business continuity.
« Led phishing simulations and security education; planned and rolled out Azure MFA organization-wide.

IT Intern

Vera French Community Mental Health Center | Davenport, IA | December 2020 — January 2021
« Built imaging and deployment workflows for new laptops; customized servers and applications for rollout readiness.
« Troubleshot Windows Server and client issues during onboarding and expansion projects.

CERTIFICATIONS
CompTIA Security+ | CompTIA Network+ | Blue Team Level 1 (BTL1)

TECHNICAL SKILLS

Incident Response & Security Ops: IRP / playbooks, tabletop exercises, digital forensics & chain of custody, Microsoft Defender / EDR, MFA,
Conditional Access, I0C triage

Endpoint & Identity: Microsoft Intune, Entra ID / Azure AD, Windows Hello for Business, Apple Business Manager, Active Directory security

EHR & Infrastructure: SaaS EHR (PCE Technologies), V.E.R.A., NextGen (legacy), VMware vSphere, SQL Server, Windows Server, Microsoft 365

EDUCATION

Associate in Science (AS), Information Technology
Black Hawk College | Moline, IL | December 2022




